D.9cF (1 alpmd o
0529 37) 7470 F

OBTS Number ARREST I NOTICE TO AP P EAR 1. Arrest 3. Request for Warrant Juvenile N
z Juvenile Referral Report 2.NTA 4 Request for Capias
g Agency ORI Number Agency Name Agency Report Number
é FLO500000 PALM BEACH COUNTY SHERIFF’S OFFICE 06- 21-250118
%’ Charge Type: B2 1. Felony {1 3. Misdemeanor O 5. Ordinance Weapon Seized/Type gl:';ﬂ:ce
S | Check as many as apply. O 2. Traffic Felony O 4. Traffic Misdemeanor O 6. Other 1.Yes 2.No 2 Indicator 01
3 Location of Arrest (Including Name of Business) Location of Offense (Business Name, Address)
10651 Misty Lane, Royal Palm Beach, FL 33411 10651 Misty Lane, Royal Palm Beach, FL. 33411
Date of Arrest Time of Arrest Booking Date Booking Time Jail Date Jail Time Location of Vehicle
02/10/2022 0700
————
Name (Last, First, Middle) Alias (Name, DOB, Soc. Sec. #, Etc.)
Casto, Dylan, Kevin .
Race \ Sex | Date of Birth Height Waeight Eye Color Hair Color ComplexionL" Build
W - White - American indian .
B-Black O-OrientaliAsian W M 09/02/1995 5'10" 200 Brown Brown Fair Large
Scars, Marks, Tattoos, Unique Physical Features (Location, Type, Description) Marital Status Religion Indication of: Y N Unk
- . Alcohol Influence 1 0 ®
z Single none Drug Influence O J
g Local Address (Street, Apt. Number) (City) (State) Zip) Phone . .é:tdm.;?l: o
. . . Florida
& [ 10651 Misty Lane Royal Palm Beach FL 33411 (407 ) 5797313, | 2 Coﬁmy 4 Outof State 2
g Parmanent Address (Sireet, Apt. Number) (City) (State) (Zip) Phone Address Source
Same as local () DL
Business Address (Street, Apt. Number) (City) (State) (2ip) Phone QOccupation
DL Number, State Soc. Sec. Number INS Number Place of Birth Citizenship
C230-171-95-322-0 Rhode Island U.S.
Co-Defendant Name (Last, First, Middle} Race | Sex | Date of Birth O 1 Arrested [J 3. Felony O s. Juvenile
] 0O 2 atrarge [J 4. Misdemeanor
g Co-Defendant Name (Last, First, Middle) Race | Sex Date of Birth 0O 1. Arrested [J 3. Felony {1 5. Juvenile
© O 2 AtLarge [J 4 Misdemeanor
——— -
0 Parent Name (Last) {First) {Middle) Residence Phone
O Legal Custodian
O Othe /Im
Address (Street, Apt. Number) (City) (’\(‘Sla ) / U N (Zip) Business Phone
w \
= I Notified by: (Name t e Juvenile Disposition
E ¥ ) N \’ m 1. Handled/Procassed within 2. TOT HRS/ICYF
3 Dept. and Rei¥ 3. Incarcerated
= [ Released To: (Name) Relationship / FCIC/NCIC Date Time
The above address was provided by defendant and/or defendant's parents. The child and/or pareni s toid to keep the School Attended Grade
Juvenile Court Cleri’s Office informed of any change of address:
[J Yes, by: (Name) [J No: (Reason)
Recovery information
w | 0. NA 1. Voluntary 2. Located Not Returned 3. Hospitalzed  4/HRS Custody 5. Law Enforcement Custody 6. Retumedto Parent 7. Deceased 8. Other
8 Drug Activity S Sall R. Smuggle K. Dispense/ M.Manufacture Z. Other Orug Type B. Barbituate H. Hallucinogen P. Paraphemalia/ U. Unknown
Ol N.NA B. Buy D. Deliver Distribute Produce/ N. N/A C. Cocaine M. Marnijuana Equipment Z. Other
P. Possess T. Traffic E. Usa Cultivate A.Amphetamine E. Heroin Q. Opium/Deriv. $. Synthetic
w Charge Description Counts | Domestic Violence | Statute Violation Number . e~} Violation of ORD #
(] Possession of Sexual Performance by.a Child 1 O Yes K No 827.071(5) e
g Drug Activity Drug Type Amount/Unit Offense # Warrant/Capias Number : ' -Bond
© N N 21-250118 - o
Charge Description Counts | Domestic Violence | Statute Violation Number © © Violation of QRD #
& O vYes [ No G e .
© -
% Drug Activity Drug Type Amoaunt/Unit Offense # Warrant/Capias Number R Bond 7
pr—— bl . ] 4 0¥
Charga Description Counts | Domestic Violence | Statute Viotation Number . T Viclation of GRD #
] OvYes 0O No o " P
% Drug Activity Drug Type Amount/Unit Offense # Warrant/Capias Number K 3°rr1‘d
3] - [
Charge Description Counts | Domestic Violence | Statute Violation Number Violation of ORD #
8 Dyes 0O No
4
§ Drug Activity Drug Type Amount/Unit Offense # Warrant/Capias Number Bond
© N N
O Instruction No. 1 Location (Court, Room Number, Addrass)
x Mandatory Appearance in Court
W O instruction No. 2 -
& You need not appear in Court but must Court Date and Time
g Comply with instructions on reverse side. Month Day Year Time AM PM
: 1 AGREE TO APPEAR AT THE TIME AND PLACE DESIGNATED TO ANSWER THE OFFENSE CHARGED OR TO PAY THE FINE SUBSCRIBED. | UNDERSTAND THAT SHOULD | WILLFULLY
.(:) FAIL TO APPEAR BEFORE THE COURT AS REQUIRED BY THIS NOTICE TO APPEAR, THAT | MAY BE HELD IN CONTEMPT OF COURT AND A WARRANT FOR MY ARREST SHALL BE
ISSUED.
2
Slmature of Defendant ‘or Juvenile and Parent/Custodian) Date Signed Py
HOLD for other Agency Signature of sting Offjcer. Name Verification (M mﬂ*q EE i 9
.| Name: X W m {PRINT)
g O Dangerous O Resisted Arrest Nalhd of ﬁresﬁTmic&' (Print) o3 ] FEB 1 1 . 20‘ 2
2| O guicidal O Other: Detective Mafory Wildove #20525 PAGE
g e Deputy 1P #, Pouch # J rgagporting Officer 1.D. # Agency Witness here is subject
/ ~7 ﬁdq a’r’( lqw PBSO signed with an " X" 10F1

DASTRIBUTON 15 WHITE - COURT 2nd WH"E -RECORDS GREEN- STATEATRY.  YELLOW-CID PINK - JAIL (Rough Arrest) GOLD - DEFENDANT (Misd.) of BLOTTER (Felony)
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OBTS Number PROBABLE CAUSE AFFIDAVIT 1 N

1. Arrest 2. NT.A 3 Request for Warrant 4. Request for Capias Juvenile
Agency ORI Number Agency Name Agency Report Number
FLO5 0 0 0 0 0 PALM BEACH COUNTY SHERIFF’'S OFFICE 06 -21-250118
Charge Type: X 1. Felony O 3. Misdemeanor [ 6. Ordinance Special Notes:
Check as many: [ 2. Traffic Felony [J 4. Traffic Misdemeanor [J 6. Other
Defendant's Name (Last, First, Middle) Race Sex Date of Birth
Casto. Dylan, Kevin W M 09/02/1995
Charge Description Charge Description
Possession of Sexual Performance by a Child
Charge Description Charge Description
Victim's Name (Last, First, Middle) Race Sex Date of Birth
STATE
Victim’s Local Address (Street, Apt. Number) (City) (State) (Zip) Phone Address Source
Victim's Business Address (Name, Street) (City) (State) (Zip) Phong Occupation

The undersigned certifies and swears that he/she has just and reasonable grounds to believe, and does believe that the above named Defendant
committed the following violation of law. The Person taken into custody:

{1 committed the below acts in my presence O was observed by who told that he/she saw the arrested person commit the
below acts

O confessed to

admitting to the below facts. X was found to have committed the below acts, resulting from my (described) investigation.

On the 10th day of February 10*, 2022 at 6:45 @ AM. [0 P.M. (Specifically include facts constituting cause for arrest).

NARRATIVE:
[ 'am part of a National Task Force known as the South\Florida Internet Crimes Against Children (ICAC). This
task force investigates internet crimes against«hildren, child exploitation, and related cases.

On 12/07/2021, I received National Centér of Missing and Exploited Children (NCMEC) Cyber Tip Report
#106375240 from the Broward County*Sheriff’s Office (BSO) South Florida ICAC task force. The Cybertip
was reported by the chat application KIK in reference to one of their users who transmitted (11) files that
depicted the sexual abuse of prepubeseent children.

KIK provided the following ififermation:

Incident Information

Incident Type: Child’Pomography (possession, manufacture, and distribution)
Incident Time: 11#07-2021°08:31:23 UTC

Description of Incident Time: Timestamp when user was reported to Kik
Chat/Instant Messaging

Chat Service/IM-Client: Kik Messenger

Chat Logs: Video/Image file(s) uploaded/shared with another user or group of users
Suspect

Email Address: mac.cam104@gmail.com

Screen/User Name: maccam104

ESP User ID: maccam104_4wx

IP Address: 107.140.46.252 (Login)

10-28-2021 05:22:20 UTC

Uploaded File Information

Number of uploaded files: 11
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NARRATIVE CONTINUATION
Uploaded File Information
Filename: 436350d6-ad8d-40ec-98f3-5bbf53447343 . mp4
MDS5: 8cdc330bb44da9794273b541a345a793
Did Reporting ESP view entire contents of uploaded file? Yes
Were entire contents of uploaded file publicly available? (Information Not Provided by Company)

Additional Information: File was sent from this user to another user via private chat message
IP Address 107.140.46.252 Upload 10-18-2021 20:43:01 UTC

This video is approximately 1 minute and 16 seconds in length, it depicts a white female who appears to be 9 to
11 years of age. The female has a video camera set up in her shower. The female gets in and out of the shower,
exposed her bare chest and vagina to the camera.

Filename: c4eab7ae-1819-455b-a421-c715dd3a945a.mp4

MD35: €8455db9694a37d3deb7f9b3e1b44b8f

Did Reporting ESP view entire contents of uploaded file? Yes

Were entire contents of uploaded file publicly available? (Information Not Provided/by Company)

Additional Information: File was sent from this user to another user via private chat message
IP Address 107.140.46.252 Upload 10-18-2021 20:43:14 UTC

This video is approximately 1 minute and 3 seconds in length. The video depicts a white minor female who
appears to be 10 to 12 years of age. The female is wearing a plaid bra.afd pants. The female undresses in front
of the camera in a seductive manner. The female exposes hér nude,body in front of the camera.

Filename: 1e6d9ce8-ab8f-4f6f-bd71-b9877084135.mp4
MD5: 8311db24ae82e9a657bca77da23f0f26
Did Reporting ESP view entire contents of uploaded file? Yes

Additional Information: File was sent from this user.to another user via private chat message
IP Address 107.140.46.252 Upload 10-1942021715:40:33 UTC

This video is approximately 1 minuté and 596econds in length. The video depicts a nude white minor female
who appears to be approximately 10ito 12 years of age. The female is performing oral sex on an adult male. The
female tells the male “It doesn’t taste bad.”

Filename: d1cf3cc1-079d-401db574-a8¢71£7059f2.mp4

MDS5: 5613a671e757edaadc4e151c15a14239

Did Reporting ESP_view entire contents of uploaded file? Yes

Did Reporting ESP view the EXIF of uploaded file? (Information Not Provided by Company)

Were entire contents of uploaded file publicly available? (Information Not Provided by Company)

IP Address.107.140.46.252 Upload 10-25-2021 20:55:05 UTC

This video 18,47 seconds in length. It depicts an adult male thrusting his penis in and out of a toddler’s anus.
Their faces are'not exposed.

Filename: 1be093bb-634a-436d-9679-35496al 1aa58.mp4

MDS5: e488678c5746a6437fc78988{590b98¢

Did Reporting ESP view entire contents of uploaded file? Yes

Did Reporting ESP view the EXIF of uploaded file? (Information Not Provided by Company)
Additional Information: File was sent from this user to another user via private chat message
IP Address 107.140.46.252 Upload 10-25-2021 23:55:09 UTC
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NARRATIVE CONTINUATION

This is a | minute and 20 second video that depicts a 3 to 4-year-old female child standing in front of a nude
white male, she is fully clothed and her face is exposed. The male forces the child to perform oral sex on him
and forces her mouth open to ejaculate. It appears the child is lethargic. The male’s face was not exposed.

Filename: 9638ad51-ddff-4985-9af2-e01854467dfe.mp4
MDS5: 78c23da2d1ee784cab88913bae401al3
Did Reporting ESP view entire contents of uploaded file? Yes

Additional Information: File was sent from this user to another user via private chat message
IP Address 107.140.46.252 Upload 10-18-2021 20:42:39 UTC

This video is approximately 1 minute and 55 seconds in length. The video depicts a nude white female who is
lying on her back on top of a bed. The female’s legs are spread. The camera is focused o her vagina. The
female is masturbating and is inserting the end of a hair brush in and out of her vagina:“The female appears to
be 10 to 12 years of age.

Filename: 7c¢08922b-9395-4547-bdcf-fe879f4d4759.mp4
MDS: 0acd36230e462433c4cc90dfc69321d5
Did Reporting ESP view entire contents of uploaded file? Yes

Additional Information: File was sent from this user to another user/Via private chat message
IP Address 107.140.46.252 Upload 10-25-2021 00:15:37 UTC

This video is approximately 38 seconds length. The video dépicts‘a white female who appears to be 11 to 12
years of age wearing a black sports bra and black underwear./The female is sitting on the floor video recording
herself, the female exposes her bare chest for the camera:

Filename: 00ba75d0-3897-4b52-94ac-1fe1f508e224.mpd
MD5: 8¢1430b88110b12ce72¢30313212986¢
Did Reporting ESP view entire contents of uploaded file? Yes

Additional Information: File was sent from this user to another user via private chat message
IP Address 107.140.46.252 Upload 10-15-2021 09:12:45 UTC

This video is 9 seconds in length and dépicts a minor female who appears to be 11 to 13 years of age. The
female is standing in a bathroom’wearing a bra and underwear. The female takes off her bra and underwear for
the camera.

Filename: 4d246c85-43bb-41ea-acdc-812774467bfa.mp4
MDS5: 800da5874ef3b4b51120deS529cbaf359

Did Reporting,ESP view entire contents of uploaded file? Yes
IP Address.107.140.46.252 Upload 10-14-2021 05:11:58 UTC

This video is approximately 1 minute and 55 seconds in length. The video depicts a nude white female who is
lying on her back on top of a bed. The female’s legs are spread. The camera is focused on her vagina. The
female is masturbating and is inserting the end of a hair brush in and out of her vagina. The female appears to
be 10 to 12 years of age.

Filename: f483c545-a388-4d6e-ad15-00fdfa617963.mp4
MD5: 109108b77032b3384aac0£709607¢9a5
Did Reporting ESP view entire contents of uploaded file? Yes
Did Reporting ESP view the EXIF of uploaded file? (Information Not Provided by Company)
Additional Information: File was sent from this user to another user via private chat message
Page 3 of 5

L ——



NARRATIVE CONTINUATION
IP Address 107.140.46.252 Upload 10-14-2021 05:12:38 UTC

This video is 1 minute and 6 seconds in length. The video depicts two nude minor females standing in a
bathroom. The females are exposing their nude bodies in front of the camera.

The subpoena results from AT&T indicated the subscriber to be:
Account Name- Robin Casto

Billing Address- 10651 Misty Ln, Royal Palm Beach, FL 33411
Account Creation: 2010-02-25

Account Status- Open

Service information:

Name: Robin Casto

Service Address: 10651 Misty Ln, Royal Palm Beach, FL 33411
Service Phone- 561-657-8209

Service Dates 2016-10-14 —2016-10-14

IP Address: 107.140.46.252

Start Date (UTC): 10/18/2021 09:00 PM

End Date (UTC): 10/25/2021 12:00 AM

On 12/15/2021, a subpoena was served to Google to obtain basic ‘subscriber information for the suspect’s email
account mac.cam104@gmail.com.

On 12/22/2021, surveillance was conducted at 10651 Misty'in, Royal Palm Beach, FL 33411. Two vehicles
were seen parked outside of the suspect’s residence; a 2004 black Volvo bearing Florida tag IY11KC. The
Volvo is registered to WM Joseph Patrick Casto IV DOB 12/30/1990 who resides at 10651 Misty Lane, Royal
Palm Beach. A 2020 gray Ford truck bearing Elorida tag PTXW63 was also parked in front of the residence,
this vehicle is registered to WM Dylan Kevin Caste-DOB 09/02/1995 with address 10651 Misty Lane, Royal
Palm Beach.

On 01/25/2021, Google provided subpoena résults which included the suspect’s Google Pay information.
Google provided the following information:

Payments Profile ID: 0563=5059-5988

Contact Email Address: maccam104@gmail.com
Payments Profile Creation: 2016-10-03 03:26:42 UTC
BILLING"ADDRESS: mac cam, ROYAL PALM BEACH, FL 33411 US
Dylan, Casto

1333 Northgate Circle, APT K107C

Oviedo, FL 32765, US +1 407-579-7313

BILLING INSTRUMENTS

Instrument Description: Visa I

Instrument Expiration: 1/2022

Added on: 2018-11-23 19:16:20 UTC

Billing Address:

Dylan Casto

ROYAL PALM BEACH, FL, 33411 US

Page 4 of §
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NARRATIVE CONTINUATION

On 02/08/2022, 1 obtained a residential sear¢h warrant from Honorable J udge Renatha Francis for the residence
located at 10651 Misty Lane, Royal Palm Beach,FL 33411. On 02/10/2022, members of the PBSO Tactical
team and Cyber Crimes Unit met at 0600 hours to be briefed and review the pending execution of the search
warrant. PBSO’s Tactical team executed the|search warrant shortly after.

Detective Lopez and I made contact with Dylan Casto outside of his residence, he agreed to speak with us in
my unmarked PBSO vehicle. Post Miranda, Casto provided his phone number (407) 579-7313 which is listed
on his Gmail account. He denied having a KIK account and requested a lawyer. Upon searchinghis residence,
his Visa card ending in -was located in his bedroom; this credit card is listed on his Google ‘account for

billing. The email address account mac.cam|04@gmail.com was found on the pink iPhone*whichwas located
next to his bed.

Two iPhones, iPad and the desktop co.mpute} were seized and entered into PBSO evidente for further forensic
examination.

Based on my investigation, the suspect did knowingly possess (1) or more images of sexual performance by a
child in violation of Florida State Statute 827.071(5).

Sworn and Subscribed before me: I
l

/7/)"\ A
Signature Notary Pubji€ / Clerk of Court / Officer ' Signa@ Arvesting / Investigafing Officer
0 |

JOHANNA LOPEZ # DETECTIVE MALORY WILDOVE #20525
Name of Notary Public / Clerk of Court / Officer Name of Officer (Please Print)

02/10/2022 02/10/12022

Date Date
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PALM BEACH CQ :
SHERIFF’S O

*  Florkla State Statute Exemption Sheet

Palm Beach County Sheriff’s Office — Arrests Only

X Florida State Statute Description Page Number(s)
O 119.071(2)(d) Surveillance techniques, procedures and personnel; inventory of law enforcement resources, policies or plans
) pertaining to mobilization deployment or tactical operations.
g O 943.053, 943.0525 NCIC/FCIC/FBI and in-state FDLE/DOC.
2
a
E | 119.071(4)(c) Undercover personnel.
X
w
g a0 113.071(2)(f) Confidential informants (Cls).
O 119.071(2)(e) Confession.
@ O 985.04(1) Juvenile offender records.
]
‘éi m| 119.071(h)i) Assets of a crime victim.
a
x 395.3025(7)(a), L .
w
S d 456.057(7)(a) Medical information.
[~
r | 394 .4615(7) Mental health information.
£
2 0 119.071(4)(d)(2)(a) Home address, telephone, Social Security number, date of birth, of’photas of active/former LE personnel,
} spouses, and children.
X (i) 11?2'?(:}4(3)(')_(”’ Social Security, bank account, charge, debit, and credit card numbers. 2,7
] (viii) 394.4615(7) Clinical records under the Baker Act.
E O (xii) 741.30(3)(b) The victim’s address in a domestic violence action on petitioner’s request.
°
K {xiii) 119.071(2)(h), . . - .
g m] 119.0714(1)(h) Protected information regarding victims(f child abuse or sexual offenses.
p T
~
<
o
2
]
j
&
£
_E ]
<
=
2
3
> |
)
]
3
3
2 M
-
2
™
0
e O Other:
9
£
S 0 Other:

REVIEW COMPLETED BY

Booking Number: 2022003842

Date: 2/11/2022

Specialist Name/ID: Pinkneya/7796




